
CYBERCRIME

HOW TO PREVENT



Over 80% 
of Organizations Experienced a Cyber 
Security Incident in the Past Year.

$6 million 
average cost of data breach in the financial 
industry, 2022.

716 attacks
per week in the UK in the last 6 months.

59% 
malicious files in UK were delivered via 
Email in the last 30 days.



INTRODUCTION TO CYBERCRIME 

Definition and Impact 
Cybercrime, also known as online fraud, poses significant threats to both individuals and businesses. It 
encompasses a range of criminal activities conducted via the internet. 

Statistics and Trends 
The document highlights alarming statistics, such as a 358% increase in malware attacks in 2020 
compared to 2019, and an estimated cost of $8 trillion due to cybercrime in 2023. 

Specific Risks for Financial Advisers 

Financial services companies are attractive targets for cybercriminals due to their access to high 
net worth clients and sensitive personal and financial data. Small and medium-sized businesses are 
considered especially vulnerable.

WHO ARE CYBER CRIMINALS? 

Evolution and Tactics 

Cybercriminals have evolved from being lone hackers to being part of more organised and dangerous 
groups, including those involved in terrorism, state-sponsored hacking, and criminal networks. 

Organised Cybercrime 
These groups are well-equipped and funded, employing various specialists like coders, malware 
developers, data miners, and money specialists to execute sophisticated cyberattacks. 

COMBATING CYBERCRIME 

Technology 
Advisers are urged to use a combination of measures including malware protection software, access 
control, up-to-date software and security, effective firewalls, and secure configuration of software and 
devices. 

Email and USB Security 
Email is a common source of viruses and ransomware. Advisers should ensure proper email security and 
be cautious with the use of USB drives. 

Testing and Monitoring 
Regular testing of systems for vulnerabilities and monitoring for cyber threats is recommended. 

YOUR STAFF AND CYBERCRIME 

Building a Cyber Smart Culture 
Staff education and awareness are crucial. Employees should be trained to identify and report cyber 
threats, including spear phishing emails and suspicious activities. 

Remote Work Challenges 
The increase in remote work due to the COVID-19 pandemic has brought new cybersecurity challenges. 
The use of VPNs and educating staff on secure remote work practices are emphasised.



TYPES OF CYBERCRIME 

PHISHING AND SPEAR PHISHING 

Phishing Explained 
Phishing is a fraudulent attempt to obtain sensitive information such as usernames, passwords, and 
credit card details by disguising as a trustworthy entity in an electronic communication, typically an 
email. These emails often mimic the style and appearance of legitimate companies or organisations, 
using logos and official-sounding language to fool recipients. 

Spear Phishing Specificity 

Spear phishing is a more targeted form of phishing. Unlike generic phishing attempts that are sent to a 
large number of people, spear phishing is tailored to specific individuals or organisations. The attackers 
often research their targets to create a more convincing and personalised message, making it harder for 
the recipient to identify the deception. 

Common Indicators and Prevention 
Users are advised to be cautious of unsolicited emails, especially those that request personal information 
or direct the recipient to a website where they are asked to provide personal data. Verifying the sender’s 
email address and looking for spelling or grammatical errors can help in identifying phishing attempts. 

MALWARE AND RANSOMWARE 

Malware Overview 
Malware, short for malicious software, is designed to damage, disrupt, or gain unauthorised access 
to computer systems. It comes in various forms, including viruses, worms, spyware, and trojans, each 
designed to perform different harmful activities. 

Ransomware Impact 
Ransomware is a particularly malicious type of malware that encrypts the victim’s data, rendering it 
inaccessible, and demands a ransom, usually in cryptocurrency, for the decryption key. Ransomware can 
spread through phishing emails, malicious websites, or unpatched vulnerabilities in software. 

Mitigating Risks 
Regularly updating software, using reputable antivirus programs, and educating employees about the 
dangers of malicious email attachments are essential steps in preventing malware and ransomware 
infections. 

DATA BREACH AND IDENTITY THEFT 

Data Breach Consequences 

A data breach involves unauthorised access to confidential, sensitive, or protected information. This can 
result in significant financial losses, reputational damage, and legal consequences for organisations. For 
individuals, it can lead to identity theft and financial fraud. 

Identity Theft Tactics 
Criminals use stolen personal data, such as names, addresses, National Insurance numbers, and bank 
account details, to impersonate individuals. This information can be used to open fraudulent accounts, 
obtain credit, or commit other forms of financial fraud. 



Protection Strategies 
Ensuring strong, unique passwords, using multi-factor authentication, regularly monitoring financial 
accounts for suspicious activity, and keeping personal information secure are key measures to prevent 
data breaches and identity theft. 

By understanding these types of cybercrimes, individuals and businesses can better prepare and protect 
themselves from these growing threats. It’s crucial to stay informed about the latest cybersecurity 
practices and to implement robust security measures to safeguard sensitive information.



PROTECTING CLIENT DATA 

ENCRYPTION AND SECURE DATA STORAGE 

Importance of Encryption 
Encryption is the process of converting sensitive information or data into a code to prevent unauthorised 
access. For financial advisers, encrypting client data is a critical measure in safeguarding against cyber 
threats. This means that even if data is intercepted or accessed by unauthorised individuals, it remains 
unreadable and secure. 

Types of Encryption 
There are various encryption methods, including end-to-end encryption for emails and secure socket 
layer (SSL) encryption for websites. Advisers should ensure that all sensitive client communications and 
transactions are encrypted. 

Secure Data Storage Practices 
Secure storage of client data involves more than just digital measures. While cloud storage solutions 
should offer robust security protocols, physical documents and offline data storage should also be 
protected. This includes secure filing systems, restricted access to sensitive documents, and regular 
audits of data storage methods. 

Data Backup and Recovery 
Regularly backing up client data is an essential aspect of secure data storage. This ensures that in the 
event of a cyberattack or data loss, there is a recovery system in place to restore the lost information 
without significant disruption to services.

CLIENT AWARENESS AND COMMUNICATION 

Client Education on Cyber Risks 
Advisers play a crucial role in educating their clients about the potential cyber risks they may face. This 
includes discussing common cyber threats like phishing, malware, and identity theft, and how these can 
impact their personal and financial information. 

Communication of Security Measures 
It’s vital for advisers to communicate the measures they have taken to protect client data. This 
transparency builds trust and reassures clients that their sensitive information is being handled securely. 

Teaching Secure Communication Practices 
Advisers should guide clients on how to communicate securely. This may include advising clients to 
avoid sharing sensitive information over unsecured email, using encrypted communication channels, and 
verifying the authenticity of any requests for personal information. 

Responding to Client Concerns 
Advisers should be prepared to respond to clients’ concerns about data security. This includes having 
a clear process for reporting suspected cyber incidents and providing reassurance about the measures 
in place to protect their data. By implementing rigorous encryption and secure data storage practices, 
along with educating and communicating effectively with clients, advisers can significantly enhance the 
protection of client data against cyber threats. This proactive approach is essential in today’s digital age, 
where the security of personal and financial information is increasingly under threat from sophisticated 
cybercriminals.



INCIDENT RESPONSE AND RECOVERY 

PREPARATION AND PLANNING 

Developing an Incident Response Plan 
It is imperative for organisations to have a comprehensive incident response plan in place. This plan 
should outline clear procedures for responding to various types of cyber incidents, including data 
breaches, malware attacks, and unauthorised access incidents. 

Roles and Responsibilities 
The plan must define the roles and responsibilities of team members during an incident. This includes 
designating a response team with specific tasks such as technical analysis, communication, legal 
compliance, and coordination with external entities. 

Regular Training and Drills 

Regular training sessions and simulated cyberattack drills are essential to ensure that staff are prepared 
and know how to act swiftly and effectively in the event of a real cyber incident. 

Communication Strategy 
A pre-defined communication strategy, including templates for notifying clients, stakeholders, and 
authorities, is crucial to maintain transparency and trust, and to meet any legal and regulatory reporting 
obligations. 

STEPS FOR RECOVERY 

Identifying the Breach 
The first step in responding to a cyber incident is to swiftly identify the breach. This involves detecting 
the source, scope, and nature of the incident. 

Containing the Damage 

Once identified, immediate action should be taken to contain the breach. This might involve isolating 
affected systems, disabling compromised accounts, and implementing emergency security measures. 

Recovering the Data 
Recovery efforts include restoring systems and data from backups, and ensuring they are free from any 
security threats before bringing them back online. 

Notifying Relevant Parties 
Legal and regulatory requirements often necessitate notifying the relevant authorities about a data 
breach. Affected clients should also be informed in a timely and clear manner, with information about 
what data was compromised and what steps are being taken to resolve the issue.

POST-INCIDENT ANALYSIS 

Understanding the Causes 
After addressing the immediate threat, it’s important to conduct a thorough analysis to understand 
how and why the breach occurred. This involves examining the methods used by the attackers and any 
vulnerabilities that were exploited. 



Improving Security Measures 
Insights gained from the analysis should be used to strengthen security protocols. This could 
involve updating software, revising policies, enhancing staff training, and implementing more robust 
cybersecurity technologies. 

Documenting the Incident 
Maintaining detailed records of the incident, including how it was managed and resolved, is crucial for 
future reference and for compliance with data protection regulations. 

Review and Update the Response Plan 
Finally, the incident response plan should be reviewed and updated regularly to reflect new cyber threats 
and lessons learned from past incidents. 

By thoroughly preparing for and efficiently responding to cyber incidents, organisations can minimise 
damage, recover more quickly, and strengthen their defences against future cyber threats. It’s a critical 
aspect of modern cybersecurity strategy, especially in a world where cyber threats are constantly 
evolving and becoming more sophisticated.



LEGAL AND REGULATORY ASPECTS 

COMPLIANCE AND REPORTING OBLIGATIONS 

Data Protection Regulations 
In the UK, organisations are subject to the Data Protection Act 2018 and the General Data Protection 
Regulation (GDPR). These regulations mandate the safe handling of personal data and require 
organisations to implement adequate security measures to protect data from unauthorised access and 
breaches. 

Cybersecurity Laws and Regulations 
Besides data protection laws, there are other cybersecurity regulations that companies must adhere to. 
This includes sector-specific regulations, especially in the financial services industry, where firms are 
expected to have robust systems and controls to mitigate cyber risks. 

Reporting Data Breaches 
Under GDPR, organisations must report certain types of data breaches to the relevant data protection 
authority (in the UK, this is the Information Commissioner’s Office, or ICO) within 72 hours of becoming 
aware of the breach. If the breach poses a high risk to individuals’ rights and freedoms, those individuals 
must also be informed without undue delay. 

Record-Keeping Requirements 
Firms are required to keep detailed records of their data processing activities, including any data 
breaches, showing how they comply with data protection principles.

IMPACT OF CYBERCRIME ON COMPLIANCE 

Challenges to Compliance 
Cybercrime poses significant challenges to an organisation’s ability to remain compliant with legal and 
regulatory obligations. A cyberattack can lead to data breaches, which may result in non-compliance 
with data protection laws. 

Reputational Damage and Trust 
A cyber incident can severely damage a company’s reputation, particularly if it becomes public 
knowledge that the company failed to protect client data adequately. This can erode trust and may lead 
to clients withdrawing their business. 

Financial Penalties 
Non-compliance with data protection laws can result in hefty fines. For instance, under GDPR, 
organisations can be fined up to 20 million or 4% of their annual global turnover, whichever is higher, for 
serious breaches. 

Increased Regulatory Scrutiny 
Companies that suffer cyber incidents may face increased scrutiny from regulators. This can include 
detailed investigations into the company’s cybersecurity practices and data protection measures. 

Ongoing Compliance Requirements 
To mitigate the impact of cybercrime, organisations must continuously review and update their 
cybersecurity practices to keep pace with evolving threats. This includes regular risk assessments, staff 
training, and updating policies and procedures. 



Understanding and adhering to legal and regulatory requirements is crucial in the context of 
cybersecurity. Organisations must not only implement strong security measures but also ensure ongoing 
compliance with evolving laws and regulations. This proactive approach is essential for protecting both 
client data and the organisation’s standing and viability in the face of growing cyber threats.



CONCLUSION AND BEST PRACTICES 

ONGOING VIGILANCE 

Adapting to Changing Cyber Threats 
The cyber threat landscape is continually evolving, with new threats emerging regularly. This requires 
constant vigilance and an adaptive approach to cybersecurity. Organisations must stay informed about 
the latest threats and trends in cybercrime. 

Proactive Security Measures 
Rather than a reactive approach, proactive monitoring and updating of security measures are crucial. 
This includes staying ahead of potential vulnerabilities and implementing preventative measures before 
they are exploited. 

Continuous Improvement 
Cybersecurity is not a one-time effort but an ongoing process of improvement. Regular reviews and 
updates of security protocols and systems are necessary to ensure they remain effective against new 
and evolving threats.



BEST PRACTICES CHECKLIST 

• Regular Software Updates: Keeping all software up to date, including operating systems and antivirus 
programs, is fundamental. Many cyberattacks exploit vulnerabilities in outdated software. 

• Employee Training and Awareness: Staff should be regularly trained on the latest cyber threats 
and how to recognise them. This includes identifying phishing emails, practising safe browsing, and 
understanding the importance of data security. 

• Secure Password Policies: Implementing strong password policies is critical. This involves using 
complex passwords, changing them regularly, and avoiding the use of the same password across 
multiple accounts. The use of password managers can also be encouraged. 

• Comprehensive Cybersecurity Strategy: Having a robust cybersecurity strategy that covers all 
aspects of an organisation’s operations is vital. This strategy should include risk assessment, incident 
response planning, data protection measures, and regular security audits. 

• Use of Multi-Factor Authentication (MFA): MFA adds an additional layer of security beyond just a 
username and password. It can significantly reduce the risk of unauthorised access to systems and 
data. 

• Regular Data Backups: Regularly backing up data ensures that it can be recovered in the event of a 
cyberattack, such as ransomware. These backups should be stored securely and tested regularly for 
integrity. 

• Network Security: Implementing firewalls, intrusion detection systems, and secure Wi-Fi networks 
are essential components of network security. Regular monitoring for unusual network activity is also 
important. 

• Physical Security: Cybersecurity also involves physical measures, like securing access to physical 
servers and ensuring that sensitive documents are stored and disposed of securely. 

• Vendor and Third-Party Risk Management: Organisations must also ensure that their vendors and 
third-party service providers adhere to high cybersecurity standards, as these entities can be a 
source of cyber threats. 

• Legal and Regulatory Compliance: Staying compliant with data protection laws and industry 
regulations is not only a legal requirement but also a best practice in maintaining trust and credibility. 

Maintaining ongoing vigilance and implementing a comprehensive set of best practices are essential in 
safeguarding against the ever-changing landscape of cyber threats. Organisations must embed these 
practices into their culture and operations to effectively protect themselves and their clients.

If an incident occurs you must contact the compliance 
department to report immediately who will guide you on steps 
to be taken.
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